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More secure, but not safer
A review of national security policy from 2008  
to the present

Monia Mazigh

In the last seven years, the federal government has introduced and enacted a 

range of new laws dealing with anti-terrorism, national security, surveillance and 

related areas. In general, we can say these new policies have provided Canada’s 

police forces, customs and border agents, and intelligence agencies with addition-

al powers and funds to address perceived weaknesses in the state’s current secur-

ity capacities. The $400 million allotted for national security in the 2015 federal 

budget contrasts noticeably with the cuts, since 2008, in many other departments, 

as described elsewhere in this book.

At the same time, there has been virtually no movement on recommendations 

made in the 2006 Arar Commission report for more effective public and political 

oversight and review of national security activities. The result of the new Harper-

era security legislation is, as exposed in this chapter, a dangerous imbalance be-

tween the ability of the state to collect large amounts of personal information and 

to define, monitor and attempt to neutralize perceived threats, on the one hand, 

and the public’s ability to hold state agents accountable for their decisions — and 

mistakes — on the other.
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The policy choices of this government do not make Canada a safer place to live, 

but they have undermined privacy protections and civil liberties to a very worry-

ing extent.

Recent context for new security measures

After the September 11, 2001 terrorist attacks in New York City and Washington, 

D.C., Canada promptly followed the United States in introducing new anti-terror 

legislation, including Bill C–36, the Anti-Terrorism Act. The governments of both 

countries claimed the legislation — the PatRIOt Act in the U.S. — would be neces-

sary to safeguard against future terrorist attacks. Canadian business lobbies also 

feared economic losses if Canada failed to reciprocate the U.S. policy response. 

Very little time was given in either country to voices that questioned this logic or 

raised concerns about the impacts of the new security measures on privacy and 

human rights.

Despite opposition in Canada among some politicians and several civil liberties 

groups, Bill C–36 went through Parliament and became law within three months. 

The legislation was to be reviewed after three years, and it included a five-year sun-

set clause on two specific provisions, the first granting police new powers of pre-

ventative arrest, the second permitting investigative hearings in cases where the 

state believes a terrorist act is about to be committed. In both cases, issues of pri-

vacy and Charter rights were secondary to greater public safety. The International 

Civil Liberties Monitoring Group (IClMG) formed in 2002 to make sure these rights 

would be top of mind in any public discussion related to the “war on terror.”

Many events unfolded in the post-9/11 years that would push the Canadian 

national security debate in this direction. Almost immediately, the case of Maher 

Arar — a Canadian citizen who was detained in September of 2002 at a New York 

airport then rendered to Syria where he was tortured — seized the attention of the 

Canadian public.1 His case was followed by troubling reports that at least three 

other Canadians — Abdullah Almalki, Ahmed El Maati and Muayyed Nureddin — had 

been detained and tortured abroad with the knowledge and participation of Can-

adian security agencies (see Box).

Two public inquiries ensued: the Commission of Inquiry into the Actions of 

Canadian Officials in Relation to Maher Arar (the Arar Commission), and the In-

ternal Inquiry into the Actions of Canadian Officials in Relation to Abdullah Al-

malki, Ahmad AbouElmaati and Muayyed Nureddin (the Iacobucci Inquiry). The 

first, which completely exonerated Arar in 2006, would produce a long list of rec-

ommendations for how the government might avoid national security blunders by 
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addressing accountability and transparency deficits, and through additional checks 

and balances on when and how information on Canadian residents is shared with 

foreign governments.2 The Iacobucci Inquiry similarly found, in 2008, that the ac-

tions of Canadian state agencies had indirectly contributed to the detention and 

torture of the three men listed above.3

As all this was happening, technological advances continued to change how 

we communicate — and how the state collects information on those communica-

tions. Smartphones and social media use became widespread during this time, cre-

ating privacy issues related to who (beyond ourselves and our friends) was read-

ing our emails, Facebook postings or tweets. As the Edward Snowden revelations 

confirmed (see Box), we also had to ask who was listening to our phone conversa-

tions, monitoring our Skype calls, watching what we download, and maintaining 

large databases of personal information that may or may not be useful to nation-

al security agencies.4

Information Extracted Through Torture

In 2008, Supreme Court Justice Frank Iacobucci released the final report from his 

commission of inquiry into the jailing and alleged torture of three Canadians: Ab-

dullah Almalki, Ahmad El Maati and Muayyed Nureddin. After the results of the 

Arar Commission were released, Justice Iacobucci was asked to review the na-

ture of Canadian intelligence sharing with countries including the U.S., Syria and 

Egypt. His commission also sought to determine if Canadian officials were com-

plicit in furthering the alleged abuse.

In 2009, Parliament passed a motion, moved by NDP MP Don Davies, calling on 

the Canadian government to issue an apology to the three men, compensate them, 

and correct the misinformation the government and security agencies had spread 

about them and their families. The Canadian government never acted on this motion. 

The parliamentary public safety committee report on which Davies’s motion was 

based also calls on the government to urgently implement the recommendations 

made by Justice Dennis O’Connor in the December 2006 Arar Commission report, 

which called for a new system of checks and balances for the agencies tasked with 

national security investigations in Canada. 

Despite these tragic cases, which highlight the risks to innocent people of the un-

filtered sharing of information (some of it tainted by torture), in September 2011, 

the Canadian government issued directives to the RCMP and CBSA to use and 

share information extracted through torture.26



The Harper Record 2008–2015 | Security, Foreign Policy and Trade  376

Further context is provided by the ongoing Canada–U.S. perimeter security 

talks, launched officially in a February 2011 joint report called Beyond the Border: 

A Shared Vision for Perimeter Security and Economic Competitiveness. Under the 

plan, the two countries would further integrate their border security, law enforce-

ment and counter-terrorism operations, conduct joint investigations to target se-

curity threats, and jointly determine what constitutes a threat to begin with. The 

agreement includes a plan to share biographical information on citizens, perma-

nent residents and others when they enter one country and thereby exit the other.5

Considering all of this, we will now review developments in Canada’s nation-

al security policy since 2008, specifically recent anti-terrorism legislation, and the 

extent to which it ignores lessons learned in the last decade by tilting the balance 

even further away from proper oversight and privacy protections.

The anti-terrorism legislation

Bill S–7: Combating Terrorism Act

As mentioned, the preventative arrest and investigative hearings provisions in the 

first Anti-Terrorism Act in 2001 were allowed to expire on March 1, 2007, based on 

a five-year sunset clause built into Bill C–36. The minority Conservative govern-

ment urged that these provisions be renewed, but all three opposition parties were 

against the idea. On February 27, 2007, the House of Commons voted 159–124 to let 

these post-9/11 judicial experiments end.6

In early 2012, now with a majority of seats in the House of Commons, the Harper 

government introduced Bill S–7, the Combating Terrorism Act, in the Senate. The bill 

proposed to restore the expired provisions of Bill C–36 and introduced new crimes 

for leaving Canada to join or train with a designated terror group. “It is highly like-

ly that these provisions, while unnecessary, could target innocent individuals, lead 

to violations of rights and freedoms and bring into disrepute the administration of 

justice in Canada,” warned the IClMG in a press statement.7

Bill S–7 moved to the parliamentary committee stage in late 2012 and was 

sent back to Parliament, without any amendments, for a final vote on April 24, 

2013 — mere days after the Boston Marathon bombing. The legislation passed with 

183 votes for and 93 opposed.
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Bill C–24: Strengthening Canadian Citizenship Act

Until recently, a Canadian citizen could be stripped of his or her citizenship on the 

basis of crimes that were considered threats to Canada’s national security (e.g., ter-

rorism or espionage) or demonstrations of disloyalty to Canada such as treason.

With the royal assent of Bill C–24 in June 2015, Canadian citizenship can now 

be revoked from dual citizens if the person: served as member of an armed force or 

organized armed group engaged in an armed conflict with Canada; was convicted 

of treason, high treason, spying offences and sentenced to imprisonment for life; 

or was convicted of a terrorism offence or an equivalent foreign terrorism convic-

tion and sentenced to five years or more in prison.

Under this law, which creates a two-tiered citizenship system, Canadians who 

were not born in Canada or who have dual nationality and are convicted of any of 

these offences may be deported to countries they may never have visited, or where 

due process does not exist. Shortly after C–24 became law, media outlets reported 

that the government had begun the process to revoke the citizenship of dual Iran-

ian-Canadian Hiva Alizadeh, who was found guilty and convicted for terrorist ac-

tivities in 2014.8

The British Columbia Civil Liberties Association (BCCla) and the Canadian As-

sociation of Refugee Lawyers have said the citizenship legislation is likely uncon-

stitutional and plan on challenging C–24 in court.9

CSE, the G20 and the Snowden revelations

In early 2014, CBC reported on a leaked document from former NSA analyst turned 

U.S. whistleblower Edward Snowden showing that the Communications Security 

Establishment Canada (now CSE) used information from the free Internet ser-

vice at certain Canadian airports to track the smartphones and laptops of thou-

sands of passengers for days after they had left the terminal.30 Theoretically, CSE 

is bound by law to only collect foreign intelligence and not to target Canadians.

The Canadian government vehemently denied that CSE collected the data, but later 

admitted they were collecting metadata (e.g., the location and telephone numbers 

someone has called), claiming the authority to do so. The CBC article was one of 

a series on the Snowden revelations. Another, from November 2013, described 

how Canada had spied on the G8 and G20 summits in Toronto in 2010 on behalf 

of the U.S.31 In December that year, CBC reported Canada had conducted further 

espionage for the NSA in 20 countries, including Canadian trading partners.32
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Bill C–44: Protection of Canada from Terrorists Act

Introduced in 2014, Bill C–44 amends the CSIS Act by giving the Canadian Secur-

ity Intelligence Service more powers of surveillance and by allowing surveillance 

operations on Canadians suspected of terrorist activities within or outside Can-

ada. Canada’s spy agencies, including CsIs and the Communications Security Es-

tablishment (Cse), will be able to share this information on suspected terrorists 

with “Five Eyes” partner countries the United States, United Kingdom, Australia 

and New Zealand.10

In 2013, a Federal Court judge, Richard Mosley, slammed CsIs and CseC (now 

Cse) for deliberately hiding from the court (when they applied for a warrant to inter-

cept the communications of two Canadians overseas) the fact they would be seeking 

help from foreign intelligence allies. The judge explained his frustration that there 

is a very likely possibility that such “unwarranted” co-operation with foreign intel-

ligence could lead to the arrest and harm of the suspects by the foreign agencies.11

Bill C–44, which became law in April 2015, further provides CsIs informants 

with “greater protection” in that, with a few exceptions, they may not be identi-

fied in court proceedings.12

Bill C–51: The Anti-Terrorism Act 2015

This highly controversial omnibus security bill was introduced in Parliament in 

January 2015 and became law, with almost no amendments, in June. The bill sub-

stantially increases the powers of CsIs to engage in secret, judicially approved 

counter-terrorism actions within and outside of Canada, going as far as to allow 

CsIs to apply before a judge to approve violations of the Charter of Rights and Free-

doms in the pursuit of its covert objectives. It also adds many concerning “novel-

ties” to Canadian anti-terrorism legislation.

For example, Bill C–51 expands the definition of activities that “undermine the 

security of Canada” for the purposes of increasing the types of personal informa-

tion that a long list of government departments, including the RCMP, CsIs and Can-

ada Border Services Agency, may collect and share with each other and with for-

eign agencies.13 “Terrorism” is only one of nine enumerated activities that would 

fit the description of a threat, which also includes activities that could impact on 

the “economic or financial stability of Canada.”14 Environmental groups and In-

digenous peoples rightly worry that protests against provincial or federal energy 

policies (e.g., oil and gas pipelines) may lead to terrorism files being opened on 

well-meaning activists.



The Harper Record 2008–2015 | Security, Foreign Policy and Trade  379

Moreover, the new legislation gives government officials the responsibility for 

the “detection, identification, analysis, prevention, investigation or disruption” of 

these new activities listed as posing a threat to the “security of Canada.”15 These 

new responsibilities are very troubling as not all officials are trained in collecting 

and interpreting such information. Arbitrary judgment, lack of understanding, and 

subjectivity can open the doors to more cases of abuse.16

Since there are no robust review mechanisms for any federal agency or depart-

ment engaged in counter-terrorism or national security activities, one can only ex-

pect that the new powers granted by C–51 will lead to more victims like Arar, Al-

malki, El Maati and Nurredin, among others.

The “No-fly” list

The federal government claims the legal framework of Canada’s “no-fly” list first 

emerged with the introduction, two months after the 9/11 attacks, of Bill C–42, the 

Public Safety Act (2001), which amended the Aeronautics Act. However, Bill C–42 

was withdrawn after being criticized, replaced by Bill C–7, the Public Safety Act, on 

May 6, 2004 (royal assent). And it was only in June of 2007 that the Passenger Pro-

tect Program, commonly known as the “no-fly” list, was officially implemented.

The “no fly” list is based on an obscure legal framework. It consists of a list of 

Canadian citizens prevented from boarding domestic or national flights because 

the government believes they pose a threat to aviation security. People are put on 

or removed from the list based on the recommendations of a high-level Specified 

Persons List Advisory Group made up of officials from the RCMP, CsIs, CBsa, Trans-

port Canada and Justice Canada.

Canadian authorities are allowed to share the “no fly” list with other countries. 

No prior notice to the concerned individuals is required before this happens, and 

there is no judicial process to challenge one’s place on the list. Individuals can ap-

peal their inclusion to an Office of Reconsideration, but they can never know why 

they were put on the list in the first place, nor can they cross-examine the witness 

whose information may have been responsible for their being listed.

The Passenger Protect Program was expanded by Bill C–51. In addition to in-

dividuals considered to pose a threat to aviation security, the “no fly” list now in-

cludes those suspected of travelling to commit alleged terrorist offences. Bill C–51 

also now allows the minister of public safety to delegate the listing power to any 

single official in his or her department. A person’s listing can be appealed to the 

Federal Court, but once again there is no independent means to test the minister’s 

evidence, and no provision of a “special advocate” — a cleared lawyer who can see 
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the evidence and mediate between the state and suspected individual — as there is 

in the security certificate process.17

Bill C–13: Protecting Canadians from Online Crime Act

This bill, which came into force in March 2015, was supposedly introduced by the 

government to target cyberbullying. In reality, Bill C–13 extends police surveil-

lance powers to the online arena by granting them increased access to the elec-

tronic communications of citizens when there are reasonable grounds to “suspect” 

those communications are related to a crime. This is similar to when a phone line 

can be tapped, but it is a low threshold for permitting surveillance according to 

many experts.18

This legislation, whose constitutionality was immediately called into question 

based on a June 2014 Supreme Court decision that extended privacy protections to 

online data, also creates new warrants that allow authorities to collect “transmis-

sion data” through a software program and “tracking data” through a tracking de-

vice, again on a standard of reasonable suspicion. Bill C–13 grants immunity from 

lawsuits and even criminal charges to telecommunication companies that volun-

tarily hand over data (e.g., subscriber details, emergency contacts and other in-

formation) to the government.

Review mechanisms and parliamentary oversight

In his second report as part of the Arar Commission, issued in December 2006, Jus-

tice O’Connor identified 17 federal agencies that are involved in security and in-

telligence gathering. Canada has two security intelligence review bodies: the Se-

curity Intelligence Review Committee (sIRC), for CsIs, and the Office of the Cse 

Commissioner, for the Communications Security Establishment. An Office of the 

Inspector General of CsIs, which used to review CsIs activities and was mandat-

ed to provide independent advice to the Minister of Public Safety, was abolished 

by the government in 2012.

According to Justice O’Connor, there is an urgent need for independent review 

of the national security activities of other agencies and departments including the 

Canada Borders Services Agency, Citizenship and Immigration Canada, Transport 

Canada, the Department of Justice, and the Financial Transaction and Reports An-

alysis Centre of Canada (FIntRaC). He explained in his Arar Commission report how 

“a review body assesses the activities of an organization against standards such as 
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The Omar Khadr Case

The Omar Khadr case is one of the most troubling of Canadia’s history in the so-

called Global War on Terrorism.27 Khadr was 15 when he was arrested in Afghan-

istan by U.S. authorities, charged with murdering a U.S. Army sergeant and being 

an illegal enemy combatant after suffering severe wounds as a result of a firefight. 

He was transported to the notorious U.S. prison in Guantanamo Bay, Cuba in 2002.

 Canada is the only Western country that did not ask the U.S. administration 

for the repatriation of Canadian citizens detained in Guantanamo Bay. To the con-

trary, in 2003, Canadian security agents interrogated Khadr at the U.S. prison with 

full awareness that he was a youth who had been denied the right to legal counsel 

and subjected to sleep deprivation to “soften him up” for questioning. In 2008, 

the Supreme Court of Canada ruled that Canadian officials had acted illegally by 

sharing intelligence about Khadr with his U.S. captors.

 On October 25, 2010, Khadr pleaded guilty to murder in violation of the laws 

of war, attempted murder in violation of the laws of war, conspiracy, two counts of 

providing material support for terrorism, and spying. He later recanted, claiming the 

plea bargain was the only way for him to be repatriated to Canada. Under the plea 

deal, Khadr would serve at least one year in Guantanamo Bay before being trans-

ferred to Canada where he would stay out the remainder of his prison sentence.

 In 2010, the Supreme Court found the Canadian government had violated 

Khadr’s constitutional rights by interrogating him in Guantanamo Bay knowing he 

had been abused. Former Canadian Senator Roméo Dallaire became an outspoken 

advocate for Khadr’s rights as a former child soldier. In July 2012, Dallaire set up 

a petition in order to put pressure on then public safety minister Vic Toews to 

honour the plea bargain deal that was reached with Khadr in 2010.

 On March 24, 2012, The New York Times reported on the continued delays in 

Khadr’s repatriation, attributing them to the Canadian government.28 The petition 

initiated by Senator Dallaire gathered 35,000 signatures. Khadr was transferred 

into Canadian custody on September 29, 2012 to serve the remainder of his sen-

tence in Canada. Corrections Canada repeatedly refused to let journalists interview 

Khadr in Canadian prison. Towes justified this by claiming an interview could inter-

fere with Khadr’s treatment plan, pose a security risk or be otherwise disruptive.

 In July 2014, an Alberta Appeal Court ruled that Khadr should be treated as if he 

had been sentenced as a youth, and he was transferred to a provincial prison as a re-

sult. The federal government appealed that decision to the Supreme Court of Canada.

 On May 7, 2015, Khadr was freed on bail under strict conditions. However, 

about a week later, the Supreme Court swiftly dismissed the Conservative govern-

ment’s assertion that the former Guantanamo Bay prisoner should be dealt with 

as a hardened offender deserving of more time in an adult federal penitentiary.29
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lawfulness and propriety and delivers reports, which often contain recommenda-

tions, to those in government who are politically responsible for the organization.”19

Justice O’Connor made further recommendations for improving the review bod-

ies for the RCMP and CsIs. Unfortunately, none of the Arar Commission recom-

mendations have been adopted by the government. In recent years, opposition MPs 

and one Conservative senator have attempted to introduce legislation to correct the 

oversight deficit, but these, too, were shot down by the government.

For example, Bill C–551, introduced by Liberal MP Wayne Easter in November 

2013, would have established a parliamentary committee to oversee all national se-

curity activities. In June 2014, another Liberal MP, Joyce Murray, tabled Bill C–622, 

which would have amended the National Defence Act and the Intelligence and Se-

curity Committee of Parliament Act to impose greater judicial and parliamentary 

scrutiny over CseC (now Cse).20 U.S. whistleblower Edward Snowden’s revelations 

increased the concern that the spy agency has been operating in total secrecy while 

collecting Canadian Internet user data without any warrant. Former defence minis-

ter Peter MacKay denied the allegations that CseC was contravening the laws and 

kept repeating that the Office of the Cse Commissioner never found a single case 

of abuse or misconduct by the agency.

Former Conservative Senator Hugh Segal offered the last attempt to convince 

the government of the urgency and importance of adopting an oversight strategy 

when he introduced Bill S–220 in the Senate. Segal’s private member’s bill would 

have created a committee of parliamentarians on national security and intelligence 

oversight, composed of members of differing political stripes from both the House 

of Commons and the Senate who would be sworn to an oath of secrecy for life.

Under Segal’s plan, chosen parliamentarians would be empowered to review 

national security activities. They could examine the effectiveness of anti-terror-

ism activities and facilitate a more consultative process between national security 

agencies, Parliament and the public.21 Unfortunately, as mentioned, this initiative 

was defeated by the Conservative government.

A media report in the summer of 2015 confirmed the existence of a secret deal 

between CsIs and CBsa to share information without the need for political ap-

proval, which only confirmed once again the need for more accountability of na-

tional security in Canada.22

Conclusion

This chapter does not attempt to cover every piece of Canadian security and in-

telligence policy, nor could it ever hope to describe the full impact that the meas-
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ures taken by the government since September 2001 have had on human lives, 

and especially on the most targeted communities. We summarize this legislation 

to draw attention to how calls in the latter part of the last decade for a better bal-

ance between human rights and privacy, on the one hand, and real security, on 

the other, have been ignored, while even more dangerous and unnecessary legis-

lation was tabled.

These new laws are portrayed by the Conservative government as a crucial 

means of fighting “jihadi terrorism” and generally protecting the safety of Can-

adians. Evidence showing how existing legislation is sufficient toward these ends, 

or how proposed amendments would be unconstitutional or violate fundamental 

Charter rights, is routinely ignored in Parliament or the Senate.23 Absent good argu-

ments, the government has resorted to disturbing rhetoric.

“Prime Minister Stephen Harper never tires of telling Canadians that we are at 

war with the Islamic State,” wrote the Globe and Mail, in a February 2015 editorial 

about C–51. “Under the cloud of fear produced by his repeated hyperbole about 

the scope and nature of the threat, he now wants to turn our domestic spy agency 

into something that looks disturbingly like a secret police force.”24

In March of this year, Snowden said Canada has one of the “weakest over-

sight” frameworks for intelligence gathering in the Western world.25 It is crucial 

that Canada correct this imbalance, to put the protection of civil liberties and pri-

vacy at the heart of national security policy, and to create a regime of transparen-

cy and accountability within the police and intelligence agencies. The implemen-

tation of the recommendations of Arar Commission would be the obvious first step 

in that direction.
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